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Project information  
 

Project summary 
Cancer affects 35,000 children, adolescents and young adults (CAYAC) in Europe each 
year. Current 5-year survival rates are 80%, but the intensive oncological treatments 
leave CAYAC Survivors (CAYACS) at increased risk of cancer or treatment-induced late 
health effects, excess morbidity and mortality, and reduced quality of life (QoL). Follow-
up care of survivors includes monitoring of cancers, managing all types of late effects, and 
maintaining overall health. It should also involve considering the needs of families whose 
functioning has been disrupted by cancer. There are several challenges providing follow-
up care for CAYACS and their families: i) it is resource-demanding in an overburdened 
healthcare system, ii) psychosocial and supportive care needs are often unmet, and iii) 
access is unequal between European countries. The overall goal of e-QuoL is to use e-
health tools to promote Equity in Quality of Life for CAYACS and their families. It will adapt 
an existing interoperable personalised e-Health tool that can be used alone or as an add-
on module to existing tools such as digital survivorship care plans already used in several 
European countries. Through participatory research, involving CAYACS, families, 
associations, networks, health institutes, social sciences and humanities researchers and 
industrial partners from 15 different countries and backgrounds, we will i) identify the 
unmet needs of CAYAC families and survivors’ (including vulnerable groups: young age 
and cognitive impairments) and ii) adapt accessible and affordable tools to address these 
needs. These tools will provide a person-centred approach from medical follow-up, 
preventive behaviours (e.g. physical activity, nutrition), psychological and social support, 
education and employment advice to related health information (e.g. on reproductive 
issues). Ultimately, e-QuoL will improve CAYACS’ QoL by enabling them to actively 
engage in their care and better self-manage their health and well-being. This action is 
part of the Cancer Mission cluster of projects on “Quality of Life. 
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Project start date and duration 
1st of January 2024 to 31st of December 2027 – 48 months  
 

Consortium partners 

No Partners Abbreviation Country  

1 
GCS HOPITAUX UNIVERSITAIRES GRAND 
OUEST HUGO France 

2 

MAGYAR GYERMEKONKOLOGIAI HALOZAT -
MAGYAR GYERMEKONKOLOGUSOK ES 
GYERMEKHEMATOLOGUSOK TARSASAGA HUPON Hungary 

3 UNIVERSITETET I OSLO UNIOSL Norway 

4 
CENTRE HOSPITALIER UNIVERSITAIRE SAINT 
ETIENNE - CHU CHUSE France 

5 ISTITUTO GIANNINA GASLINI IGG Italia 

6 RESILIENCE RESILIENCE France 

7 OSLO UNIVERSITETSSYKEHUS HF OUH Norway 

8 AARHUS UNIVERSITETSHOSPITAL AUH Danemark 

9 AARHUS UNIVERSITET AU Danemark 

10 VARSINAIS-SUOMEN HYVINVOINTIALUE TUCH Finland 

11 HUS-YHTYMA HUS Finland 
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12 
FUNDACION PRIVADA INSTITUTO DE SALUD 
GLOBAL BARCELONA ISGlobal Spain 

13 KLINICKI BOLNICKI CENTAR RIJEKA CHCRI Croatia 

14 
CENTRE DE LUTTE CONTRE LE CANCER 
LEON BERARD CLB France 

15 CINECA CONSORZIO INTERUNIVERSITARIO Cineca Italia 

16 UNIVERSITAETSKLINIKUM ESSEN UKESSEN Germany 

17 

JAVNA ZDRAVSTVENA USTANOVA 
UNIVERZITETSKI KLINICKI CENTAR REPUBLIKE 
SRPSKE CCBL Bosnia 

18 ONKOLOSKI INSTITUT LJUBLJANA ONKO-I Slovenia 

19 EPICONCEPT Epiconcept France 

20 ASOCIATIA LITTLE PEOPLE ROMANIA ALP Romania 

21 CLINIQUE UNIVERSITAIRE SAINT-LUC ASBL CUSL Belgium 

22 ASSISTANCE PUBLIQUE HOPITAUX DE PARIS AP - HP France 

23 
UNIVERSITAETSMEDIZIN DER JOHANNES 
GUTENBERG-UNIVERSITAET MAINZ UMC-Mainz Germany 

24 PANCARE PanCare Netherlands 

25 UNIVERSITAT LUZERN UNILU Switzerland 

26 INSTITUT GUSTAVE ROUSSY IGR France 
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-In case personal data will be transferred from the EU to a non-EU country or international organisation, 
justification that such transfers are in accordance with Chapter V of the General Data Protection 
Regulation 2016/679, must be submitted as a deliverable before the start of the relevant activities. 

-For personal data that are transferred from a non-EU country to the EU, justification that such 
transfers comply with the laws of the country in which the data was collected must be submitted as a 
deliverable before the start of the relevant activities. 

Description 

27 Érintettek Egyesület Erintettek Hungary 

28 Association Les Aguerris Aguerris France 

29 FUNDATIA YOUTH CANCER EUROPE YCE Romania 

30 
THE ROYAL MARSDEN NATIONAL HEALTH 
SERVICE TRUST RMH 

United 
Kingdom 

 

Deliverable presentation  
Extract of the e-QuoL Consortium grant agreement:  

 

This deliverable is an ethics requirement that states that in case personal data will be 
transferred from EU to a non-EU country, to confirm that such transfers are in 
accordance with Chapter V of the General Data Protection Regulation 2016/679. Also, in 
case of personal data transferred from a non-EU country to the EU (or another third 
state), to confirm that such transfers comply with the laws of the country in which the 
data was collected.  
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E-QuoL SITUATION regarding 
personal data transfer 
 
 
1 – e-Quol is not concerned by the transfer of personal data nor pseudonymised 
personal data from an EU to non-EU country 
 
2 - e-Quol is not concerned by the transfer of personal data nor 
pseudonymised personal data from a non-EU country to EU country 
 
Nevertheless, data collection may be collected for patients using the Resilience 
Solution in a non-EU country (mainly Norway) and stored in a EU country, here 
France. In this case, personal data will be stored in servers certified “Hébergeurs 
de données de santé (HDS)”. Only pseudonymised personal data will be 
communicated to researchers for the performance of the research.  
 
 

Data protection commitments - 
Declaration of GDPR Compliance 
 

All members of the consortium undertake to respect the fundamental principles 
concerning the personal data processed during the e-Quol project (patients personal 
data, users personal data, project contacts personal data...). 

Throughout the duration of the e-Quol project, all the members of the consortium agree 
to ensure strict compliance with the provisions of the relevant public health legislation 
and any legal or regulatory standards in force relating to the hosting and processing of 
health data and the protection of personal data. 

The members of the consortium specifically undertake to comply with : 
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1. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016, known as the General Data Protection Regulation (GDPR). 

2. Any recommendation of the authorities competent in the field of hosting and 
processing  health data and/or responsible for ensuring compliance with national or 
European regulations relating to the protection of personal data, to set up information 
systems in compliance with the enforceable legal framework in place or to comply with 
their requests and to allow, where applicable, any control by the said authorities. 

Those commitments to respect fundamental principles include in particular, and without 
limitation: 

● Identifying roles and responsibilities. 

● Identifying data collected. 

● Respecting privacy and confidentiality. 

● Minimization of the data collected (collect only the necessary information). 

● Transparency towards patients regarding the use of their data. 

● Implementing appropriate security measures to protect data. 

● Implementing appropriate procedures to ensure access or deletion of data upon 
request. 

● Concluding contractual agreements between partners as well as with any 
processors to ensure compliance with GDPR regulations regarding transfer, audit and 
other security measures. 

● Audit and traceability measures. 

● Procedures in case of personal data breach. 

 

PERSPECTIVES 
In addition, members of the consortium are working on additional necessary tasks about 
data protection commitments as listed below.  
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APPENDIX 
Data controller 
Each member of the consortium acting as data controller shall establish the 
purposes and means of processing the Data collected on its own account. It shall 
be solely responsible for this processing under its national Data Protection law 
and under Regulation (EU) 2016/679 of 27 April 2016, known as the General Data 
Protection Regulation (GDPR) and in accordance with Annex V (Data Processing 
Agreement). 
The Partner consequently declares that it shall take responsibility for the prior 
studies, measures and authorisations required by the abovementioned Law or 
European Regulation, or any other specific regulation. 
 
List of the identified data controllers – Table is under completion:  
 

Name Treatment purpose 
Indicate the purpose of the data 
collection. 

Legal basis 
Indicate the legal basis which authorizes 
the processing of the data (e.g. consent, 
performance of a contract, legitimate 
interest). 

 

Data Processor 
The data processor processes personal data on behalf of the controller. This includes any 
operation performed on personal data collection, structuring, storage and hosting, use or 
disclosure. 

The Processor is authorised by the controller for the hosting, the centralisation, the 
control of data quality or the analysis of the pseudonymized or data provided by or 
collected on behalf of the data controller. 
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The Processor shall : 

 perform his tasks in accordance with applicable laws and regulations at all times, 
and follow the instructions laid down by the controller for data processing at all 
times; 

 implement appropriate technical and organisational security measures; 

 provide assistance to the controller  in fulfilling their responsibilities under the 
Personal Data Legislation and respond to requests from the data subject; 

 inform the controller in case of any data breach or incident with the personal data 
transferred. 

The processor shall fulfill the requirements regarding security measures which are 
imposed in accordance with the personal data legislation. The processor will provide the 
controller with accurate documentation describing the security measures in place for the 
data transfer, processing and storage and the security measures which the controller 
shall be responsible for (i.e. access management). 

The Processor shall not: 

 transfer personal data that is being processed on behalf of the controller to a Third 
Party; 

 process any personal data collected on behalf of the controller for another 
purpose than the one defined in this document and the agreement or any contract 
signed with the controller 

List of the identified data processors – table under completion 
 

Name Operations performed 

RESILIENCE Remote patient monitoring solution 
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Use of subcontractors 
 

If the Processor uses subcontractors or others who are not normally employed by the 
Processor to carry out the processing of personal data which is covered by the 
agreement signed with the controller, special or general written permission shall be 
obtained from the Processor before such processing of personal data commences.  

Name Operations performed 

Ecritel Data Hosting 

CleverCloud Data Hosting, private cloud computeur 
infrastructure 

OVHcloud Data Hosting 

Auth0 Authentication and authorization platform 

Batch Push Notification Service 

Mailjet Email Delivery Service 

OVHcloud Messaging (SMS) Services 
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Contacts and Data Protection Officer 
(DPO) 
 

Contact details for the DPO responsible for ensuring compliance with the GDPR – list 
under completion.  

Partners Contact details of the DPO 

GCS HOPITAUX UNIVERSITAIRES GRAND 
OUEST 

 MAGYAR GYERMEKONKOLOGIAI HALOZAT -
MAGYAR GYERMEKONKOLOGUSOK ES 
GYERMEKHEMATOLOGUSOK TARSASAGA 

 ISTITUTO GIANNINA GASLINI 

 RESILIENCE privacy@resilience.care 

OSLO UNIVERSITETSSYKEHUS HF 

 AARHUS UNIVERSITETSHOSPITAL 

 VARSINAIS-SUOMEN HYVINVOINTIALUE 

 HUS-YHTYMA 

 KLINICKI BOLNICKI CENTAR RIJEKA 

 CINECA CONSORZIO INTERUNIVERSITARIO 

 UNIVERSITAETSKLINIKUM ESSEN 
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JAVNA ZDRAVSTVENA USTANOVA 
UNIVERZITETSKI KLINICKI CENTAR REPUBLIKE 
SRPSKE 

 ONKOLOSKI INSTITUT LJUBLJANA 

 EPICONCEPT 

 CLINIQUE UNIVERSITAIRE SAINT-LUC ASBL 

 THE ROYAL MARSDEN NATIONAL HEALTH 
SERVICE TRUST 

  

Data collected per categories of data subjects 
The following categories of data are collected. The detailed list of data will be listed in a 
specific annex including in the data management plan. 

 Subject categories 

Data categories Patients Medical 
staff 

Research 
staff 

Contacts 

Identity (name, first name,...) YES YES YES YES 

Date of birth and vital status YES NO NO NO 

E-mail, phone number YES YES YES YES 
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Address (current and previous) YES YES NO YES 

Quality of life YES NO NO NO 

Diagnostic YES NO NO NO 

Exam results (other than genetic) 
(in passports only) 

YES NO NO NO 

Treatments YES NO NO NO 

Genetic mutation (in passports 
only) 

YES NO NO NO 

Family situation YES NO NO NO 

Connection data (IP addresses) (in 
passports only) 

YES YES YES NO 

Location data (geolocation, ..) NO NO NO NO 
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Data retention period 
The data controller determines an appropriate retention period for each type of data and 
an appropriate deletion of obsolete or unnecessary data as soon as it is no longer 
needed. The following table is under completion. 

Data categories Duration before deletion or full anonymization 

Identity (name, first name,...)  

Date of birth and vital status  

E-mail, phone number  

Address (current and previous)  

Quality of life  

Diagnostic  

Exam results (other than 
genetic) 

 

Treatments  

Genetic mutation  

Family situation  

Connection data (IP addresses)  

Location data (geolocation, ..)  
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Data processing, data protection and 
security 
The technical and organizational measures put in place to protect data (encryption, 
restricted access, etc.) will be precised. A generic data flow diagram will be added. 

Organization of the data collection, data 
access and sharing 
Data access rules for healthcare professionals and researchers involved in the study will 
be defined. 

The patient's data will be collected through webform and interviews.  

Access limitation rules:  

 Restrict access to data to authorized individuals only.  

 Avoid sharing data with third parties without valid justification. 

 Access to the data through webform will be defined considering a strict access 
rights policy. 

Access to personal identifier information 
This part is under completion 

Pseudonymization 
This part is under completion 

Anonymization 
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All data relating to human research participants will be anonymised or coded during the 
project by local study sites, before transmission - the key will remain at the local sites. 
We will ensure that e-QuoL activities comply with EU directives the 2002/58/EC, 
otherwise known as ePrivacy Directive (ePD), and the (EU) 2016/679, also known as 
General Data Protection Regulation (GDPR) 

Minimisation 
Ensure selective collection: Collect only the information strictly necessary to achieve your 
objectives. For example, if you manage medical records, only collect medical history 
relevant to treatment. 

Relevant required fields: When designing data collection forms, only ask for essential 
information. Avoid unnecessary optional fields. 

Data validation, cleaning and analysis 
This part is under completion 

Data storage and data hosting 
This part is under completion 

Each processor must describe the security measures in place : Explain where and how 
this data will be stored (secure servers, encryption, etc.). 

RESILIENCE and Epiconcept will store personal data in France, in a secure environment. Its 
hosting providers are certified “Hébergeurs de Données de Santé (HDS)”. 

Notification in case of breach of the 
GDPR 
The processor shall notify the controller immediately if he believes that the instructions 
are in breach of the personal data legislation.  
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Data subjects rights 
Patient rights 
Inform patients of their rights regarding personal data (access, rectification, opposition, 
etc.). 

Explain how they can exercise these rights. 

User rights 
This part is under completion. 

Project contacts rights 
This part is under completion. 

 

Training and awareness 
 

Mention the training and awareness actions that you will put in place so that all those 
involved understand the importance of data protection. 

Definitions 
 

 Controller: a natural or legal person, public authority, agency or any other body 
which, alone or jointly with others, determines the purposes and means of the 
processing of personal data.  
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 Processor: a natural or legal person, public authority, agency or other body which 
processes personal data on behalf of the Controller. 

 Sub-processor: a natural or legal person, public authority, agency or other body 
which processes personal data on behalf of the Processor. 

 Personal data: any information relating to an identified or identifiable natural 
person (data subject). An identifiable natural person is one who can be identified, 
directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or social 
identity of that natural person. 

 Sensitive personal data: personal data concerning racial or ethnic origin, political 
opinion, religion, belief or trade union membership, and the processing of genetic 
and biometric data with the aim of uniquely identifying a natural person, medical 
data or information concerning a natural person’s sexual circumstances or sexual 
orientation.  

 Processing of personal data: any use of personal data, whether or not by 
automated means, such as collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, analysis, disclosure by 
transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction. 
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